MHPOPMALMUOHHAA NAMATKA ANA OBYYAIKOLLUXCA
C KaxapblMm rogom MONOLENKM B MHTEPHETE CTaHOBMTCA 6O/blUe, a LIKONbHUKM OOHU M3 CaMblX AKTUBHbIX
nonb3oBateneit PyHeTa. Mexagy Tem, MOMMMO OFPOMHOrO KOJMYECTBA BO3MOMKHOCTEN, WHTEPHET HeceT U
npo6sembl. ITa NaMATKa A0JIXKHA NOMOYb Tebe 6e30MacHO Haxo0ANUTbLCS B CETMU.
KOMMbIOTEPHbIE BUPYCbI
KomnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamm, OT/INYUTENIbHON 0COBEHHOCTLIO KOTOPOA
ABNAETCA CNOCOOHOCTb K PAa3sMHOMKEHMIO. B fononHeHMe K 3Tomy, BUPYCbl MOTYT MOBPEAUTb MAW MOJHOCTbIO
YHUUYTOXUTb BCce ¢alinbl U AaHHble, NOAKOHTPO/IbHbIE MO/Ib30BaTENtO0, OT MMEHW KOoToporo b6blia 3anyuweHa
3apaxEHHaA NporpaMmma, a TakKe NOBPeANUTb UM AaXKe YHUUTOXKUTb ONePaLLMOHHYIO cUcTeMy CO BcemMu daiinamm
B LL,e/IOM. B 60NbLUMHCTBE Cy4aeB PacnpoCTPAHAOTCA BUPYCbl Yepes3 UHTEPHET.
MeTozbl 3aWMnTbl OT BPeAOHOCHbIX MPOrpamm:
1. Ucnonb3yii coBpemMeHHble onepaLMoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIA YPOBEHb 3aLUUTbl OT BPEAOHOCHbIX
nporpamm;
2. MocToAHHO ycTaHaBAMBaM NayTh (UMdpoBble 3aNNaTKU, KOTOpPble aBTOMATUYECKU YCTAHABAMBAIOTCA C LLENbIO
00pabTkM nporpammbl) M apyre OOHOB/IEHMSA CBOEW OnepauuoHHOW cuctembl. CKaumMBalh MX TOMbKO C
odumumanbHoro cainta paspabotumka OC. Ecam cyliecTByeT pexnum aBToMaTU4eckoro 06HOBNEHMSA, BKAKOYM €rO;
3. PaboTali Ha cBOeM KOMMbIOTEpe NOA NpaBaMu MNOJb30BATENA, @ HE agMWHUCTPaTopa. ITO He MO3BOAUT
60/1bLUNHCTBY BPEAOHOCHbIX MPOrPamm MHCTANIMPOBATLCA HA TBOEM MEPCOHAIbHOM KOMMbIOTEPE;
4. Wcnonb3y aHTUBMPYCHble MNPOrpaMMHble MNPOAYKTbl WM3BECTHbIX MNPOU3BOAUTENEN, C ABTOMATUYECKUM
obHoBNeHWem ba3;
5. OrpaHunyb GU3MYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX NINLL;
6. cnonb3yit BHEWHWE HOCUTENN MHPOPMALMK, TaKMe KaK dnelKka, AUCK Uan Gann n3 MHTepHeTa, TObKO U3
NpPOBEPEHHbIX UCTOYHUKOB;
7. He oTKpbiBalt KomnbloTepHble $painibl, NOJyYEHHbIE U3 HEHAAEKHbBIX UCTOYHUKOB. [axke Te ¢aiabl, KoTopble
npucaan TBOM 3HAKOMbIW. JTydlle YyTOYHWU Yy HEro, OTNPaBAAA N OH Tebe ux.
CETU WI-FI
Wi-Fi - 3T0 He BWMA nepegayn AaHHbIX, HE TEXHOJIOTMA, a BCero auwb bpeHa, mapKka. Ewe B 1991 roay
HUAEPNAHACKAs KoMMaHuA 3apeructpupoBana 6peHg «WECA», uyTo o0603Hayano cnosocoyeTaHue «Wireless
Fidelity», KoTopbIVi NnepeBoAMTCS Kak «b6ecnpoBoaHas TOYHOCTbY.
Jo Hawero BpemeHu gowna gpyras abbpesmatypa, KOTopas ABAAETCA TAaKOM Ke TexHonormei. 31o abbpesmaTtypa
«Wi-Fi». Takoe Ha3BaHMe 6bIIO AaHO C HAMEKOM Ha CTaHAAPT BbICLINIA 3BYKOBOM TexHMKM Hi-Fi, yTo B nepesoge
O3HAYaeT «BbICOKAA TOYHOCTbY.
[a, 6ecnnaTHbIN MHTEPHET-JOCTYN B Kade, OTenAx M asponopTax ABASETCA OT/IMYHOM BO3MOXKHOCTbIO BbIXO4a B
WMHTEPHeT. Ho MHOIMe 3KCcnepTbl cCYMTALOT, YTO 0bLenocTynHble Wi-Fi ceTn He siBnatoTca 6e3onacHbIMM.
CoBeTbl No 6e3onacHocTK paboTe B 0buweaocTynHbIx ceTax Wi-fi:
1. He nepegaBait cBoto nyHyo MHGopmaumto Yepes oblenoctynHble Wi-Fi cetn. PaboTasa B HUX, XKenaTenbHO He
BBOAMTb NAPOAN AOCTYNA, NOMUHbI U KaKMe-To HOMepa;
2. Ucnonb3yin n 0B6HOBAAW aHTUBMPYCHblE NpPOorpaMmmbl U BpaHamayep. Tem cambim Tbl obesonacuwb cebs ot
3aKa4KM BMpYyCa Ha TBOe YCTPOMNCTBO;
3. Mpu ncnonbzosaHmm Wi-Fi oTkatoun dyHkumio «O6wuii goctyn K danam n npuHtepamy». JaHHaa byHKUUS
3aKpbITA MO YMOJI4aHMIO, O4HAKO HEKOTOPble MOJ/Ib30BATENN aKTUBUPYIOT e Ana yaobcTBa MCNONb30BaHMA B
paboTe nnu yyebe;
4. He ucnonbayit ny6aunuHbiii WI-FI ana nepegauun AMUHbIX AaHHbIX, HAaNnpuUMep, ANA Bbixoda B COLMasbHble CETU
WIN B SNEKTPOHHYHO MOYTY;
5. Mcnonb3yi ToNbKO 3almlLeHHoe coeamnHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAM
nmeHHo «https://»;
6. B mobunbHom TenedpoHe oTKAouM OyHKUMIO «[loakntoyeHne K Wi-Fi aBTomatuyeckm». He ponyckau
aBTOMATMYECKOro NOAKAOYEHMA YCTPOKCTBaA K ceTam Wi-Fi 6e3 TBoero cornacus.
CoumanbHble ceTu



CoumanbHbie CeTU aKTUBHO BXOAAT B HaLLY *KU3Hb, MHOTME N0AN PaboTaloT M XKUBYT TaM NOCTOAHHO, a B Facebook
Y}Ke 3aperucTtpupoBaH MUAAMAPA, YeNOBEeK, YTO AB/SETCA OAHOM ceabMOWM BCeX XuTenen nnaaHetbl. MHorue
Nonb30BaTeIM He MOHUMAIOT, UTO MHOPMALMSA, pa3MeLLLEHHas UMK B COLMANbHbIX CETAX, MOXKET BbITb HalAeHa U
MCNONb30BaHa KEM YroAHO, B TOM YMcae He 0653aTeNbHO ¢ 6aarMmmn HamepeHUAMM.

OCHOBHbIE COBETbI MO BE3ONACHOCTU B COUUANbHbIX CETAX:

1. OrpaHunyb cn1cok gpyseit. Y 1eba B Apy3bax HE AONKHO ObITb CAyYalHbIX U HE3HAKOMbIX Nt0AeN;

2. 3awmuLain cBOKO YacTHYHO XU3Hb. He yKa3sbiBail naponu, TenedoHbl, agpeca, AaTy TBOErO POXKAEHMA U APYTYIO
NINYHYI0 MHOOPMALMIO. 3N0YMbBIWNEHHUKU MOTYT MCMNO/b30BaTb Aarke MHGOPMAUMIO O TOM, KaK Tbl U TBOM
poauTenun NnaHMpyeTe NPOBECTM KaHUKYbI;

3. 3awmuwan cBolo penyTauuio - AEPXKU ee B YMCTOTe M 3afdaBain cebe Bonpoc: xoTen Obl Tbl, YTOObI Apyrue
Nonb30BaTeNM BUAENN, YTO Thl 3arpyrKaelb? Mogymai, npexae 4em 4to-To onybMKoBaTb, HAaNUcaTb U 3arpysuTb;
4. Ecnm Tbl rOBOpMULb C NOABMU, KOTOPbIX HE 3HAElb, HE UCMO/b3yi CBOE PeasibHOEe MMA U APYIYH JINYHYIO
MHbOPMaUMKN: MMS, MECTO KUTENbCTBA, MECTO y4ebbl U npoyee;

5. Usberain pasmelueHna dotorpaduint B MHTepHeTe, rae Tbl M3006pa*keH Ha MECTHOCTM, MO KOTOPON MOMKHO
onpeaennTb TBOE MECTOMO/IOXKEHMUE;

6. Mpu perncTpaymm B couManbHOM CETU HEOOXOANMO MCMOIb30BATb C/I0XKHbIE NAP0/IU, COCTOoALLME M3 BYKB U LMdpP
M C KOJINYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHOM CeTH, NOYTbl U APYFUX CaUTOB HEOHXOAMMO MCNONb30BaThb pasHblie Napoan. Torga ecan Teba
B3/I0MAtOT, TO 3/I0YMbILLIEHHUKM NOAYYaT A0CTYN TO/bKO K OAHOMY MECTY, a He BO BCE Cpasy.

SNIEKTPOHHDbIE AEHbIU

D/IEKTPOHHbIE AEHbIM — 3TO O4YeHb YA0OHbIN cNocob naaTeXKen, 04HaKO CYLLECTBYIOT MOLLIEHHUKN, KOTOPbIE XOTAT
NONYYUTb 3TN AEHbIU.

DNEeKTPOHHble AEHbIN NOSBUINCL COBCEM HEAABHO U MMEHHO M3-3a 3TOMO BO MHOTMX roCyapcTBax A0 CMX Nop He
NPONUCAHO MPO HMX B 3aKOHaX.

B Poccuu ke oHM GYHKUMOHUPYIOT U O HUX Y¥Ke NPONUCaHO B 3aKOHE, TAe UX pasaenatoT Ha HECKO/bKO BUAOB -
AHOHMMHbIE U HE aHOHUMHble. Pa3HMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBOANUTb
onepaunn 6e3 naeHTMPUKALUMM NOMb30BATENA, @ B HE AaHOHMMHbIX MAEHTUPUKAUMM MOb30BATENA ABAAETCA
obnAsaTenbHOMN.

TakXe cnegyer pas/ivyaTb 3NEKTPOHHbIE PUATHble AeHbrM (PaBHbI rOCYAaPCTBEHHbIM BastoTaM) U 3/1EKTPOHHbIE
HedmaTHble AeHbI (He paBHbI FOCYAapPCTBEHHbIM BaalOTaM).

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3/1eKTPOHHbIMU AEeHbramm:

1. NMpuMBAKM K cHeTy MOBUbHbIN TenedoH. ITO camblit yA0OHbIN M BbICTPbIN cNOCO6 BOCCTaHOBUTb AOCTYN K CYETY.
MpuBaA3aHHbIM TenedoH NOMOKET, ecnum 3abyaellb CBOM NaaTeKHbI Napoab UK 3aliAellb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Nicnonb3yit ogHopa3oBsble Naponu. MNocne nepexona Ha yCUNEHHYIO aBTopu3aumio Tebe yxKe He ByaeT yrpoxatb
OMACHOCTb KPaXkn Uan nepexsaTta NAaTEXKHOro Napos;

3. Bbibepu cnoxHbii naponb. MpecTynHUKam 6yaeT He NPOCTO yraaaTb CNOXKHbIN Naponb. HageKHble naponn —
3TO MapoOaK, KOTOPbIE COAEPKAT HE MeHee 8 3HAKOB W BK/OYAKOT B Ce65 CTPOUHbIE M NPONUCHble ByKBbI, LNdpPbI U
HECKO/IbKO CMMBOJIOB, TaKMe KaK 3HaK Aonnapa, pyHTa, BOCKAMLATE IbHbIM 3HaK 1 T.n. Hanpumep, StRONng!;;

4. He BBOAM CBOW /INYHbIE AaHHbIE HA CalTax, KOTOPbIM He A0BepsAellb.

SJIEKTPOHHAA NMOYTA

DNEeKTPOHHAA NoYTa — 3TO TEXHOJIOTMA U NPEAOCTABISEMbIE €0 YCAYTM NO NEePECbIIKE U NONYYEHUIO SNEKTPOHHbIX
Co0bLEHNI, KOTOPbIE pacnpeaenatnTca B KOMMNbOTEPHOMN ceTn. OBbIMHO 3NEKTPOHHbIA NOYTOBLIN AWMK BbIFNAANT
cnepyowmm obpasom: MMA_MOb30BaTENA@MMA_AOMeHa. TaKKe Kpome nepegaym NpocToro TeKCTa, uMmeeTcsa
BO3MOXHOCTb Nepenasatb ¢panbi.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3/IeKTPOHHOM NOYTOM:

1. Hapo BbibpaTb NpaBu/bHbLIA NMOYTOBLIN cepBUC. B MHTEpPHETE ecTb OrPOMHbIV BbIGOP HecnnaTHbIX NOYTOBbIX
CEepPBMCOB, OAHAKO Nyylle AOBEPSATb TEM, KOFO 3Haellb, U KTO NEePBbIN B PEUTUHTE;

2. He yKkasbiBali B INYHOM NouTe AnMYHY MHOpMaUuto. Hanpumep, nydlle BbibpaTb « My3blKa/ibHbIN_daHaT@ » UK
«pok2013» BmecTo «Temal3»;



3. Mcnonb3yii ABYX3TanHy0 aBTOPU3aLLMIO. ITO KOraa NOMUMO Napos HYXKHO BBOAUTb KOA, NpUcbinaemsbiii no SMS;
4. Bblbepn CNOXHbIM Naponb. [NA Kax4oro noyToBOro filMKa A0/XKeH ObiTb CBOM HageXKHbIA, YCTOMUYMBBLINA K
B3/10MY Napob;

5. Ecn eCcTb BO3MOKHOCTb HanmMcaTb CaMOMY CBOM JIMYHbIA BOMPOC, UCNONb3YI 3TY BOSMOMKHOCTb;

6. Micnonb3yit HECKOZIbKO MOYTOBbIX ALMKOB. [epBbld ANA YaCTHOW Mepernucku cC agpecatamu, KOTOPbIM Tbl
[oBepAeLlb. ITO 3N1EKTPOHHbIM agpec He Hafo MCNOAb30BaTb NPU perucTpaumm Ha popymax U cantax;

7. He oTKpbiBai dainbl U gpyrme BNOXKEHMA B MUCbMaX AaXKe eC/IM OHU NPULLAK OT TBOMUX Apy3en. Jlydwie yTouHn y
HUX, OTNPABAAIN NN OHU Tebe 3TU palinbl;

8. Mocne oKoHYaHMA PaboTbl Ha MOYTOBOM CEpPBUCE Mepes 3aKpbITUEM BKAALKM C cCaiTOM He 3abyapb HaxKaTb Ha
«BbIATUY.

KUBEPBYJITUHI U BUPTYANTbHOE U3AEBATE/IbCTBO

KnbepbynnmHr — npecnegoBaHMe COOOWEHUAMK, COAEpPrKallMMM OCKopbieHUs, arpeccuto, 3anyrMBaHue;
XY/INFaHCTBO; couManbHOEe HOMKOTUPOBAHNE C MOMOLLBIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMbepbynNMHroM:

1. He 6pocaitca B 6oi. Jlydwmnii cnocob: nNocoBeToBaTbCA KaK cebs BECTU U, ec/in HEeT TOro, K KOMY MOXKHO
06paTnTbCA, TO BHa4ane ycnoKoutbcA. Ecn Tbl HAYHELW b OTBEYATb OCKOPBAEHMAMN HA OCKOPHAEHMSA, TO TONbKO
eule 60nblie pa3oxkKKellb KOHPANKT;

2. YnpaBnsan cBoel Knbeppenyrauuei;

3. AHOHMMHOCTb B c€TU MHMMas. CyLLecTBYIOT Cnocobbl BbISCHUTb, KTO CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTOWUT BECTU XY/IMTAHCKMIA 06pa3 BUPTYanbHOM KU3HWU. UHTEpPHET PUKCUPYET BCE TBOU AENCTBUA U COXpaHAET
ux. Yaanutb ux byaeT KpanHe 3aTPyAHUTENbHO;

5. Cobntogait cBoM BUPTYaibHYIO YECTb CMOOAY;

6. UrHopunpyih eanHMYHBIN HeraTue. OAHOPa30Bblie 0CKOPOUTE/IbHbIE COOBLLEHMA Nydlle UTHOPUPOBaTb. OBbIYHO
arpeccua NpeKpaLLaeTcs Ha HAYaIbHOM cTaauu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMA/bHbBIX CETAX €CTb BO3MOMKHOCTb
610KMPOBKM OTNPABKM COOBLLLEHMI C ONpeae/ieHHbIX apPecoB;

8. Ecnn Tbl cBMAaeTenb Knbepbynnunnra. TBom AeicTBMA: BbICTYNUTb NPOTMB NpeciefoBaTens, NoKasaTb €My, YTO ero
[eNCTBUA OLEHNBAOTCA HEraTUBHO, NOAAEPKATb KEPTBY, KOTOPOM HYXKHa NCUXOS0rMYecKas NomoLlb, COObWUTb
B3POC/IbIM O paKTe arpeccMBHOro NoBeaeHu s B CETU.

MOBW/IbHbIN TENEGOH

CoBpemeHHble cMapThOHbI M NAAHLWETbl coAep:KaT B cebe BMnosiHe B3pOC/bli GYHKLMOHAN, U TENEPb OHU MOTYT
KOHKYPMpPOBaTb CO CTALMOHAPHbIMM KoMnbioTepamn. O4HaAKO, CpeacTB 3aWuTbl ANA NoAo6HbIX YCTPOMCTB MOKa
0o4YeHb Masio. TecTMpoBaHME U NOUCK YA3BUMOCTEN B HUX NPOUCXOAMT HE TaK MHTEHCMBHO, Kak ans MK, To e camoe
KacaeTcs U MOBUNbHbIX MPUIOKEHUN.

CoBpemeHHble MOBWIbHble Bpay3epbl yXKe NPaKTUYECKU AOTHa/AM HaCTO/IbHbIe aHanoru, o4HaKo paclinmpeHue
dYHKLMOHanNa BeveT 33 C0601 6ONbLUYIO CIOKHOCTb U MEHbLUYHO 3aLUMLLLEHHOCTD.

Janeko He Bce Npou3BOAMTENM BbiNyCKalOT OOHOBNEHMS, 3aKPbIBalOWME KPUTUUYECKUE YASBMMOCTU AN1A CBOMUX
YCTPOICTB.

OcHOBHbIe coBeTbl AnA 6e3onacHoCcTU mobuabHoro TenedoHa:

1. Huyero He siBnseTca no-HacroAwemy 6ecnnatHbiM. Byab ocToposkeH, Beab Koraa Tebe npegnaratoT 6ecnnaTHbIN
KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO NNATHbIE YCAYTK;

2. lymait, npexkae yem otnpasutb SMS, doTto nam engeo. Tbl TOYHO 3HAELWb, FAEe OHM OyAyT B KOHEYHOM utore?

3. Heobxoaumo 06HOBNATL ONEPaLIMOHHYIO CUCTEMY TBOEro CMapTdOHa;

4. Ucnonb3yi aHTUBUPYCHbIE NPOrpammbl 418 MOBUAbHbIX TesleOHOB;

5. He 3arpy)Kall npunoXKeHUs OT HEM3BECTHOrO WCTOYHWKA, BeAb OHWM MOTFYyT cofep)KaTb BpeLoHOCHOe
nporpammHoe obecneyeHue;

6. Mocne Toro Kak Tbl BblMAELWb C caliTa, rae BBOAUA INYHYIO MHOPMALLMIO, 3ailam B HAacTpoliKun Bpaysepa u yganu
cookies;

7. Meproamnyeckn NpoBepAi Kakne NaaTHble yCayru akTUBMPOBaHbl Ha TBOEM HOMEDE;

8. [laBait cBoM Homep MobubHOro TenedoHa TONbKO NHOAAM, KOTOPbIX Tbl 3HAELWb U KOMY A0BepseLlb;



9. Bluetooth gonkeH 6bITb BbIKAKOYEH, KOrAa Tbl UM He Nosb3yelwbcsa. He 3abbiBait HOrga NpoBepATh 3TO.

Online nrpbl

CoBpeMeHHble OHJIaMH-UIpbl - 3TO KPaco4Hble, 3axBaTbiBalowWMe pasB/evyeHus, obbeguHAOWME COTHMU TbicAY
YyenoBeK Mo BCcemy Mupy. Mrpoku nccneaytot AaHHbIA UM MUP, 0OLLAIOTCS APYr C APYrOM, BbINOAHAOT 3a4aHus,
CpaKaloTcA C MOHCTPaMM M MOAY4YalOT OMbIT. 3@ YAOBO/AIbCTBME OHM MAATAT: MOKYNalT AMCK, OMAayMBaloT
aboHeMEeHT UK NPUOBPETAIOT KaKMe-To ONumun.

Bce 3TM cpepncTBa nayT Ha NoAAEP!KaHME N PA3BUTUE UTPbl, @ TaKKe HA camy 6e30MacHOCTb: COBEPLLEHCTBYHOTCA
CUCTEMbI aBTOPM3aLMW, BbINYCKAlOTCA HOBble nNaTun (Undposble 3annaTkM ANA NPOrpamMm), 3aKpbiBatOTCA
YA3BMMOCTU CEPBEPOB.

B nofobHbIX Mrpax CTOMT ONacaTbCA HE CTO/IbKO CBOMX COMEPHMKOB, CKO/IbKO KpaKM TBOEro Mapos, Ha KOTOPOM
OCHOBAHa CMCTEMa aBTOPM3aLUN BONbLUMHCTBA UTp.

OcHoBHble coBeTbl N0 6€30MacHOCTU TBOEro UrPOBOro aKKayHTa:

1. Ecam gpyron nrpok seget ceba na1oxo naun cosgaet Tebe HENPUATHOCTU, 3aBI0KMPYI €ro B CIMCKE UIPOKOB;

2. Noxanyinca aAMUHUCTPATOPaM Urpbl HA NJOX0E NOBEAEHME STOTO UIPOKA, KenaTeNbHO NPUIOKUTb Kakne-To
[,0Ka3aTeNbCTBa B BUAE CKPMHOB;

3. He yKasbiBai AMYHYIO MHOOPMaUUto B npodaiae urpbl;

4. YBaxal Apyrux y4acTHUKOB MO UTPE;

5. He ycTtaHaBnnBait HeoduumManbHble NAaTYN U MOAbI;

6. Micnonb3yi cnoXKHble U pa3Hble NApoau;

7. [laxke BO BPEMS UrPbl HE CTOUT OTKKOYATb aHTUBMPYC. MNOKA Tbl MUFPaeLlb, TBOW KOMMbIOTEP MOTYT 3apPa3uTb.
OULLUNHT U KPAXKA TUYHDBIX OAHHbIX

O6bIUHOM Kparken AeHEer N LOKYMEHTOB CEFOAHA YXKe HUKOTO He YAUBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHOOTUI
3/10YMbILUEHHUKN NEPEMECTUIUCE B UHTEPHET, M MPOLOIKAIOT 3aHUMATLCA «IIOUMbIM» EeoM.

Tak noABWacb HOBAA yrpo3a: MHTEPHET-MOLIEHHMYECTBA MAM GULLMHE, TNaBHAaA LUe/lb KOTOPOro COCTOUT B
noay4yeHun KoHPUAEHUMANbHBIX AaHHbIX NO/b30BaTENEN — JIOTMHOB U Naposeit. Ha aHrauiickom asbike phishing
ynTaeTcs Kak puwmHr (ot fishing — pbibHana noena, password — naponb).

OcHoBHble coBeTbl No 6opbbe ¢ dUwnHrom:

1. Cnegy 3a cBOMM aKKkayHTOM. Ecam Tbl nogospeBaellb, YTO TBOSA aHKeTa Oblia B3/1OMaHa, TO Heobxoaumo
3ab610KMpPOBaTb €€ N COOBLWMTb AZMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpEE;

2. Ucnonb3yi 6e3onacHble Be6-CaiTbl, B TOM YMCE, UHTEPHET-MArasuHOB M MOUCKOBbLIX CUCTEM;

3. Ucnonb3yii cnoxkHble U pasHble Napoan. Takum obpasom, ecim Teba B3SIOMAIOT, TO 3/I0YMbILWAEHHMKM NOayYaT
[0CTyN TO/IbKO K 04HOMY TBOEMY NPOoduILO B CETU, @ HE KO BCEM;

4. Ecnn TebAa B3N1I0MAAM, TO HEOBXoAMMO NpeaynpesuTb BCEX CBOMX 3HAKOMbIX, KoTopble AobaBneHbl y Tebs B
ApYy3bsiX, O TOM, YTO Tebs B3/IOMaAUN M, BOSMOXHO, OT TBOEro MMeHU ByAeT paccblNaTbCs CNaM M CCbIIKM Ha
OULINHTOBbIE CaNThI;

5. YcTaHoBM HageskHbIl naposib (PIN) Ha MobUAbHbIN TenedoH;

6. OTKNIOYM COXpaHeHMe napons B bpaysepe;

7. He oTKpbiBal ¢ainbl U gpyrme BNOXKEHUA B MMCbMaX AaXKe eC/IM OHU NPULLAK OT TBOUX Apy3en. Jlydlle yTouHN y
HUX, OTNPABAAIN NN OHU Tebe 3T dalinbl.

UMNPPOBAA PENYTALMUA

Uundposaa penytauua - 3TO HeraTMBHAA WAM MO3UTUBHAA WMHboOpmaums B ceTu o Tebe. KomnpomeTtupytowas
MHOOPMaUmsA, pasMelLleHHaa B MHTEPHETE MOXeT cepbe3HbiM 06pa3om OTPa3UTbCA Ha TBOEN PeanbHOM KU3HWU.
«Umdposan penytauma» - 3TO TBON MMUAXK, KOTOPbI popmMmupyeTtcs M3 MHbopmaLnmn o Tebe B MHTEpHETE.

TBOE MECTO XNUTeNbCTBa, y4ebbl, TBOe GMHAHCOBOE NO/OKEHUE, 0COBEHHOCTM XapaKTepa M paccKkasbl 0 6AU3KUX -
BCE 3TO HAKaMn/MBaeTCA B CETU.

MHorme noApOCTKMU NErKOMbICIEHHO OTHOCATCA K Ny6aMKauMm AndHon nHdopmaumm B MHTepHeTe, He NOHUMAasn
BO3MOXHbIX nocnencTeuii. Tol AarKe HE CMOMKeLb A0ragaTbes 0 ToM, YTo doTorpadumsa, pasmelleHHana 5 neT Hasag,
CTana NPUYMHOMN OTKasa NPUHATL TebA Ha paboTy.

KommeHTapum, pasmelleHne TBomx potorpaduii u apyrme geicTBUA MOFyT HE UCYE3HYTb AaXKe MNOC/e TOro, Kak Tbl
UX yaanvuwb. Tbl He 3HaeLLb, KTO COXPaHWA 3Ty MHPOPMALMLIO, MOMasaa iv OHa B NOMCKOBbIE CUCTEMbI M COXPAHWAACh



/1N OHa, a rNaBHOE: YTO NOAYMaIOT 0 Tebe OKpyXKatollee N0aN, KOTopble HalayT 1 yBuaaT ato. Haitn nHdopmauuto
MHOTO JIeT CYCTS CMOXKET N1t060M - Kak M3 A06pbIX NOOYKAEHMI, TaK U C HAMEPEHMUEM MPUUYNHUTL Bpes,. ITO MOXKET
ObITb KTO YroAHo.

OcHoBHble COBETbI NO 3alUnUTe LMbPOBON penyTauum:

1. Noaymaii, npexkae 4em 4YTo-To Nyb6AMKOBaTbL U NepeaasaTthb y cebs B 6710re Man B coumanbHoOM ceTy;

2. B HacTpolikax Npodunnsa ycTaHOBWU OFpaHUYEHNA HA NPOCMOTP TBOErO NPodUAA N ero Co4epPHKUMOro, caenan ero
TOJIbKO « A5 Apy3en»;

3. He pasmeLuait n He yKasbiBali MHGOPMALMIO, KOTOPas MOXKET KOro-1nbo ockopbasaTb nan obuKatb.
ABTOPCKOE NPABO

CoBpeMeHHble WKOIbHUKM- aKTUBHbIE N0J1b30BaTENN LMPOBOro NPocTpaHcTBa. O4HAKO AaNeKo He BCE 3HAOT, YTO
Nonb30BaHME MHOTMMW BO3MOMKHOCTAMM LMdpoBOro mmnpa TpebyeTt cobnogeHns npasB Ha MHTENNEKTYya/IbHYHO
COBCTBEHHOCTb.

TepMUH «MHTENNEKTyabHAA COBCTBEHHOCTb» OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE/IOBEYECKOTO YMA, HAUMHAA C
HOBbIX M300OpeTeHM N 3HAKOB, 0603HAYalOWMX COBCTBEHHOCTb Ha NMPOAYKTbI U YCAYrU, U 3aKaHYMBAA KHUFaMM,
doTorpadmsamm, KWHOPUAbMaAMU U My3blKasibHbIMU MPOU3BEAEHUAMM.

ABTOpPCKME MpaBa - 3TO NpaBa Ha WHTENNEKTYaslbHY0 COBCTBEHHOCTb Ha MPOU3BEAEHMA HayKWU, AUTepaTypbl U
MCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, YTO UHTENNeKTyasbHblA/TBOPYECKUIA Tpya,
aBTopa He BygeT HanpacHbIM, AacT eMy CnpasBesnMBbie BOSMOXKHOCTU 3apaboTaTb Ha pesy/ibTaTax CBOEro TpyAa,
Noy4ynTb W3BECTHOCTb W Npu3HaHMe. HMKTO 6e3 paspelleHMA aBTOpa HE MOXKEeT BOCMPOM3BOAUTL €ro
npousBeeHNe, PacnpoCTPaHATb, Ny6JANYHO AEMOHCTPUPOBaTb, NPOAABaTb, MMMNOPTUPOBATb, NyCKaTb B NPOKarT,
Ny6/IMYHO UCMOJHATb, MOKa3blBaTb/UCNONHATL B 3dMpe Uan pasmeLlaTb B IHTepHeTe.

Mcnonb3oBaHMe «NMPATCKOro» MpPorpamMmmMHOro obecneyeHms MOXKET MPUBECTM K MHOMMM PUCKam: OT MnoTepu
[OaHHbIX K TBOMM aKKayHTam A0 6/J10KMPOBKM TBOEro YCTPOMCTBA, rAe YCTaHOB/AEHHbIA He neranbHas nporpamma.
He cTouT TakKe 3abbiBaTb, YTO CYLLECTBYET JierajibHble M 6ecniaTHble MPOrPaMMbl, KOTOPbIE MOXHO HAaUTK B CETH.



